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(U) Introduction

(U) Authority

(V) Intelligence Community Directive (ICD) 710, Classification and Control Markings System, dated 11 September
2009, establishes the Intelligence Community (IC) classification and control markings system as a critical element
of IC procedures for protecting intelligence and information (hereinafter referred to as “information”), and sources
and methods while ensuring that information is available without delay or unnecessary restrictions. The
classification and control markings system enables information sharing while protecting sources, methods, and
activities from unauthorized or unintentional disclosure. The markings system includes all markings added to
classified and unclassified information to communicate one or more of the following: classification,
compartmentation, dissemination controls, disclosure or release authorizations, and other warnings.

(U) This marking system augments and further defines the marking requirements for portion marks and the overall
classification banner line established in Executive Order (EO) 13526 and the companion Information Security
Oversight Office (ISOO) Implementing Directive (32 CFR Parts 2001 and 2003). This system does not stipulate or
modify the classification authority information required by EO 13526 and the ISOO Implementing Directive; any
guidance related to classification authority is reproduced in this Manual only for completeness and user
understanding.

(U) The classification and control marking system is maintained and implemented through the Controlled Access
Program Coordination Office’s (CAPCO) Authorized Classification and Control Markings Register (hereafter
referred to as Register) and the accompanying Intelligence Community Classification and Control Markings
Implementation Manual (hereafter referred to as Manual). Together these documents define and describe the IC’s
classification and control markings system. The IC classification and control markings system prescribes a
standard set of markings to be applied explicitly and uniformly to human-readable information, to include
information in an electronic environment “rendered” or displayed for human consumption. Heads of IC elements
may submit requests for waivers to markings, formats, or authorized abbreviations in writing to CAPCO for Director
of ODNI/ONCIX/SEC/SSD consideration.

(U) Purpose

(U) The Register identifies the authorized classification and control markings, abbreviations and portion marks for
classified and unclassified intelligence and information. It provides the allowable vocabulary for all information
markings and other non-IC markings to control the flow of information. The Register provides a list of the human-
readable syntax for these markings, regardless of medium (e.g., text, image, graphics, electronic documents
including web page, etc.). Refer to the IC Chief Information Officer ICTechSpec 500.D.2 (current version), XML
Data Encoding Specification for Information Security Marking Metadata for the machine readable syntax and
business rules to encode information security marking metadata in XML.

(U) While not the policy basis for individual agencies' use of any particular marking, the Register cites the
applicable authority(ies) and sponsor for each marking. Some of the Dissemination Control Markings and Non-
Intelligence Community Dissemination Control Markings are restricted for use by specific agencies. They are
included in the Register to provide guidance on handling information that bears them. Their inclusion in the Register
does not authorize other Agencies to use these markings. Further information is provided in the "Relationship to
Other Markings" column of the Register.

(U) Non-US Protective Markings and Joint Classification Markings are restricted to the respective countries and
named international organizations. Non-US Protective Markings are used to translate (as appropriate) protective
markings received from international organizations (e.g., NATO) or foreign governments. Joint Classification
Markings are restricted for use on information which is owned or produced by more than one country and/or
international organization.
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(U) Unpublished markings of controlled access programs are retained in a separate unpublished Register
maintained by CAPCO. Additionally, the Register does not include markings that only indicate addressing or
routing of information. Contact the CAPCO staff if you have questions regarding these items.

(U) Applicability

(U) The Register applies to the IC, as defined by the National Security Act of 1947, as amended, and such other
elements of any other department or agency as may be designated by the President, or designated jointly by the
DNI and the head of the department or agency concerned, as an element of the IC. When established by written
agreement or understanding, this Register also applies to Federal departments and agencies; state, local and tribal
governments; private sector organizations; and other non-IC elements that handle, store, or disseminate
intelligence information.

(U) Marking Structure and Formatting

(U) Marking Structure

(U) The IC classification and control marking system has nine categories of markings as follows:

Required on classified documents and unclassified documents

Non-US Protective Markings ZAe L ,
with dissemination controls - Items 1-3 are mutually exclusive

Joint Classification Markings
Sensitive Compartmented Information (SCI) Control System Markings
Special Access Program Markings

Atomic Energy Act Information Markings

Foreign Government Information Markings

Dissemination Control Markings

Non-Intelligence Community Dissemination Control Markings

US Classification Markings }

CoNooA~®WNE

(U) Formatting

(U) Portion marks must always be placed at the beginning of the portions, immediately preceding the text to which it
applies. This position affords maximum visibility to the reader. Portion marks must be enclosed in parentheses.
Portion marks must use the same order and separators (i.e., slashes, hyphens, commas, etc.) as are used for the
banner line.

(U) For US information, the first value of a banner line or portion mark is always the US classification marking. For
Non-US or JOINT information, the US classification is left blank and the banner line and portion mark always starts
with a double forward slash followed by the Non-US classification level or JOINT classification marking. The banner
line shall always have the classification marking spelled out; no abbreviations are authorized.

(U) SCI control systems shall follow if applicable, preceded by a double forward slash. SCI control systems and
their compartments shall be kept together, separated by a hyphen. SCI control system compartments and their
sub-compartments shall be kept together, separated by a space. Multiple SCI control systems shall be separated
from each other by a single forward slash. All SCI control systems, compartments within control systems, and sub-
compartments within compartments shall be ordered alpha-numerically (this ordering guidance applies for both
published and unpublished markings). An example may appear as TOP SECRET//SI-G ABCD DEFG-MMM
AACD//ORCON/NOFORN where G and MMM are SI compartments, ABCD and DEFG are subcompartments of G,
and AACD is a subcompartment of MMM.

(V) Special Access Programs shall follow, if applicable, preceded by a double forward slash. Special Access
Required program identifiers in the SAP category are listed in alphabetic order separated from one another by a
single forward slash and a repeating “SAR-“, e.g., TOP SECRET//SAR-CYH/SAR-APPLE//NOFORN.

UNCLASSIFIED//
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(U) Atomic Energy Act Information Markings shall follow, if applicable, preceded by a double forward slash. Multiple
AEA markings shall be separated by a single forward slash. AEA Information markings and their subsets shall be
kept together, separated by a hyphen. Sub-markings within a subset are to be kept together separated by a space.
An example may appear as SECRET//RD-SIGMA 1 5/FRD//NOFORN.

(V) Foreign Government Information markings shall follow, if applicable, preceded by a double forward slash.
Multiple FGI countries shall be separated by a single space. Trigraph codes shall be listed first alphabetically,
followed by tetragraph codes listed alphabetically, e.g., SECRET//FGI GBR JPN NATO//REL TO USA, GBR, JPN,
NATO.

(V) Dissemination controls shall follow preceded by a double forward slash. A single forward slash with no space
interjected shall be used to separate multiple dissemination controls. Dissemination controls and their subsets shall
be kept together, separated by a hyphen. US and JOINT (US is co-owner) classified information shall be explicitly
marked for appropriate foreign disclosure or release at the portion and banner level per ICD 710, § G.

(U) All applicable markings shall be applied in the order in which they appear in the Register with the exception of
the SCI and SAP categories in which markings are to be ordered alpha-numerically within each category. See
ordering guidance above for SCI and SAP categories. Only applicable marking categories are to be used, no
placeholders are required for categories which are not applicable.

(U) Figure 1, below provides a graphic representation of the marking structure, order, and formatting described in
this section and provided in the Register.

U.S. Classification Non-U.S. Classification Joint Classification
SCI Control System Special Access Program Atomic Energy Act Info.
Foreign Government Information

Dissemination Controls
Non-IC Dissemination Controls

Only one classification Appropriate foreign disclosure
type and value allowed or release marking required

Classification/ISCI/SCI//SAP//AEA]/FG I//[r)issemﬁ)issem.ﬁ Non-1C/Non-IC

Separators
/I Double forward slash is usedto separate marking categories

{  Single forward slash isusedto separate multiple values within a marking category
- Hyphenisusedtolink a markingto a sub-marking(e.g., SI-G or RD-SIGMA)

" Spaceis usedto separate multiple sub-markings and muttiple trigraph or tetragraph codes in the
FGIMarking (e.g., /ISI-ABD-G XYZW YYYY//or IFGI GBR JPN/J)

Commaisusadto separate multiple trigraph or tetragraph codesinthe REL TO Marking

(V) Figure 1 — Marking Structure and Formatting

UNCLASSIFIED//ESR
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(U) Resources

(U) The Register is available electronically at the following locations:
= CAPCO Homepage:
Intelink-TS: http://www.intelink.ic.gov/sites/dnissc/capco
Intelink-S: http://www.intelink.sgov.gov/sites/ssc/capco

= DNI SSC FOUO Information Portal: Send an e-mail to dni-ssc-help@ugov.gov and provide in the subject
line of the e-mail “Request access to the SSC Portal”. Potential users will receive an e-mail with further
instructions.

(V) The classified Register annexes are also available on the CAPCO websites and include:

= CAPCO Register Annex A — Tetragraph Table, Registered International Organizations and Alliances
(classified, releasable)

= CAPCO Register Annex B — Tetragraph Table, Registered International Organizations and Alliances
(classified, NOFORN)

(U) Note: The Markings History and Banner Line Syntax History and Miscellaneous Banner Marking Examples
sections available in previous Register versions have been removed and will now be available only in the Manual.
This change reduces duplication of information across the two documents and the overall size of Register.

(U) For additional information, questions, or comments on these guidelines, please contact the CAPCO/CCM office
by e-mail on JWCIS at DNI-SSD-CAPCO@dni.ic.gov, or directly at:

UNCLASSIFIED//
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1. (U) US Classification Markings

(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release
is needed.

(V) For additional information regarding US Classification Markings refer to the Manual.

(Table is UNCLASSIFIED)

US Classification Markings
TOP SECRET None (TS) Original a) EO 13526, 81.2(a) May not be used with any other
Classification b) ISOO Implementing classification marking.
Authority (OCA) |Dir., §2001.24(a)
c) ICD 710
SECRET None (S) OCA a) EO 13526, §1.2(a) May not be used with any other
b) ISOO Implementing classification marking.
Dir., §2001.24(a)
c) ICD 710
CONFIDENTIAL None © OCA a) EO 13526, 81.2(a) May not be used with any other
b) ISOO Implementing classification marking.
Dir., §2001.24(a)
c) ICD 710
UNCLASSIFIED None V) None a) EO 13526, 81.6(c) May not be used with any other
b) ISOO Implementing classification marking. May be used
Dir., §2001.24(a) with some dissemination controls.
c) ICD 710
Unclassified information is withheld
from public release until approved for
release by the originator.
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2. (U) Non-US Protective Markings

(V) For additional information regarding Non-US Protective Markings refer to the Manual.

(Table is UNCLASSIFIED)

Non-US Protective Markings
/1ISO 3166 Trigraphic [None (//Relevant Respective a) EO 13526, §1.6(e) May only be used with the non-US
Country Code or Int'l ISO 3166 Country or Int'l b) 1ISOO Implementing markings TOP SECRET, SECRET,
Org Code plus Trigraphic Org Dir., §2001.24(c) and |CONFIDENTIAL, RESTRICTED, or
Classification (e.g., Country Code or §2001.26(a)(6) UNCLASSIFIED.
"//DEU SECRET" for Int'l Org Code
German SECRET plus Non-US
Document) classification

portion mark)

(U) NATO and UN RESTRICTED Markings

(U) As described in NATO guidance (MC101/13 and Enclosure “E” to C-M(2002)49), NATO information may also have control markings to identify
information with specific access requirements (e.g., ATOMAL, BOHEMIA) or dissemination limitation markings (e.g., ORCON). NATO markings
also utilize separators between marking categories (e.g., CTS-B or CTS-B/ORCON). When these control markings are translated they are to be
applied after the NATO classification level using the same syntax and format as the Register for similar US control markings categories (e.g.,
/I[COSMIC TOP SECRET//BALK//ORCON). Due to security restrictions, not all NATO control markings are included in this Manual. The values in
the table below are not an exhaustive list of all possible protective markings used by NATO and the United Nations. Contact CAPCO for questions
or concerns regarding unpublished NATO markings.

(Table is UNCLASSIFIED)

NATO Classification Markings

/ICOSMIC TOP None (/CTS) NATO US Security Authority for |[Cannot be used with NOFORN or

SECRET NATO (USSAN) 1-07 EYES ONLY.

/INATO SECRET None (/INS) NATO US Security Authority for |Cannot be used with NOFORN or
NATO (USSAN) 1-07 EYES ONLY.

oo
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NATO (USSAN) 1-07

/INATO None (/INC) NATO US Security Authority for |Cannot be used with NOFORN or
CONFIDENTIAL NATO (USSAN) 1-07 EYES ONLY.
/INATO RESTRICTED |None (//NR) NATO US Security Authority for |[Cannot be used with NOFORN or
NATO (USSAN) 1-07 EYES ONLY.
/INATO None (//INU) NATO US Security Authority for |Cannot be used with NOFORN or
UNCLASSIFIED NATO (USSAN) 1-07 EYES ONLY.
NATO Special Category Markings
ATOMAL None (ATOMAL) NATO US Security Authority for |May only be used with NATO
NATO (USSAN) 1-07 classification markings COSMIC TOP
SECRET, NATO SECRET, or NATO
CONFIDENTIAL. Cannot be used with
NOFORN or EYES ONLY.
BOHEMIA None (BOHEMIA) US Security Authority for |Cannot be used with BALK, NOFORN,
NATO NATO (USSAN) 1-07 or EYES ONLY. Requires COSMIC
TOP SECRET.
BALK None (BALK) NATO US Security Authority for |Cannot be used with BOHEMIA,

NOFORN, or EYES ONLY. Requires
COSMIC TOP SECRET. Replaces
BOHEMIA in an exercise scenario.

United Nations Classification Marking

UN RESTRICTED None

None

United Nations

Refer to the appropriate
CONOPS.

Cannot be used with any other type of
classification and/or control markings.
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3. (U) Joint Classification Markings

(U) JOINT classified information for which the US is a co-owner no longer carries an implied release to the co-owners and requires the appropriate
foreign disclosure or release marking at the portion and banner level per ICD 710, § G.

(V) For additional information regarding Joint Classification Markings refer to the Manual.

(Table is UNCLASSIFIED)

Joint Classification Marking

/IJOINT [classification]
plus ISO 3166
Trigraphic Country
Codes/Int’'l Org Codes
(e.g., "IJOINT
SECRET DEU
USA//REL TO USA,
[list]” for a joint
German and USA
SECRET Document)

None

(/[JOINT +
class. portion
mark + Relevant
ISO 3166
Trigraphic
Country
Codes/Int’l Org
Codes//REL TO
USA, [list]”) The
country list must
be expanded if
the portion's
country/int'l org.
list is different
from the banner
line JOINT
marking.

(/IJOINT +
class. portion
mark//REL) May
be used if the
portion's
country/ int'l org.
list is the same
as the banner.

Respective
Countries/Int'l
Orgs

a) EO 13526, 6.1 (1)(2)
b) ICD 710

May only be used with the non-US
markings TOP SECRET, SECRET,
CONFIDENTIAL, RESTRICTED, or
UNCLASSIFIED.

RESTRICTED is the non-US
classification for which there is no US
equivalent marking and shall not be
used when USA is one of the co-
owners.

The JOINT marking in the banner line
indicates co-ownership and implied
releasability of the entire document only
to the co-owners.

All JOINT information is withheld from
further release until approved for
release by the co-owners.

10
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4. (U) SCI Control System Markings

(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) For additional information regarding SCI Control System Markings refer to the Manual.

NOTE: All SCI control systems, compartments within control systems, and sub-compartments within compartments shall be ordered alpha-
numerically (this ordering guidance applies for both published and unpublished markings).

(Table is UHFOUO in aggregate, all portions are UNCLASSIFIED unless marked otherwise)

SCI HCS Control System

HCS HCS (HCS) DNI a) EO 13526, §4.3 May only be used with TOP SECRET,
b) ICD 304 SECRET, or CONFIDENTIAL.
c) DCID 6/1
d) ICD 710 NOFORN is required.
e) HCS Program Manual
f) HCS Classification Note: Previously the term "HUMINT"
Guide was registered as the marking title for

the HUMINT control system. Since
then, there has been confusion between
collateral “HUMINT” and “HUMINT” in
the compartmented category. When
creating new documents, if "HUMINT" is
present in the SCI category, change to

"HCS".
(UFOY0O) SCI HCS Compartments
U/HOY6) U//[FOUO) DNI a) EO 13526, §4.3 May only be used with TOP SECRET or
b) ICD 304 SECRET.
c) DCID 6/1
d) ICD 710 Requires HCS, ORCON and NOFORN.

e) HCS Program Manual
f) HCS Classification
Guide

11
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a) EO 13526, §4.3
b) ICD 304

c) DCID 6/1

d) ICD 710

e) HCS Program Manual
f) HCS Classification
Guide

May only be used with TOP SECRET or
SECRET.

Requires HCS and NOFORN.

(UIIFOYQ) SCI HCS Sub-compartments

b) ICD 304

c) DCID 6/1

d) ICD 710

e) HCS Program Manual

f) HCS Classification
Guide

DNI a) EO 13526, 84.3 May only be used with TOP SECRET or
b) ICD 304 SECRET.
c) DCID 6/1
d) ICD 710 (UHFeY6) Requires-, ORCON,
e) HCS Program Manual [and NOFORN.
f) HCS Classification
Guide witrouo) If muttiple [ NG—_.
identifiers are present, order alpha-
numerically and use a space to
separate each identifier.
DNI a) EO 13526, §4.3 Requires TOP SECRET or SECRET.

uirouo) Requires [Il]. orcon,
and NOFORN.

wiireuo) If multip'< Gz

identifiers are present, order alpha-
numerically and use a preceding space
to separate each identifier.

12
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c) NSA/CSS Policy 1-41

KLONDIKE KDK (KDK) DNI a) EO 13526, §4.3 May only be used with TOP SECRET or
b) DNI Memo, M-07-7202, [SECRET.
27 Feb 07
c) DCID 6/1 NOFORN is required.
d) ICD 710
e) NSG Manual CS 9201
f) KLONDIKE Control
System Security
Manual
SCI Sl Control System
Sl Sl (sh DNI a) National Security Act of [May only be used with TOP SECRET,
1947, as amended, SECRET, or CONFIDENTIAL.
Title I, 8105 (b)(1)
b) DCID 6/1
c) ICD 710
d) SIGINT Committee
e) SP0003
f) SISR
SCI SI Compartments
SI-[3 alpha characters] |SI-[XXX] (SI-[XXX]) DNI a) DCID 6/1 Requires TOP SECRET.
b) ICD 710

Requires SI.

If multiple compartments are present,
order alphabetically and use a hyphen
preceding each compartment.

SCI type indicators used to group
compartments, such as “ECI” shall not
be used in the banner line and portion
mark. For example information formerly
marked TS//SI-ECI ABC will now be
marked TS//SI-ABC.

13




UNCLASSIFIED//FORSFEICIAL USE ONLY

Memorandum of Aug.
26, 1960

b) DCID 6/1

c) ICD 710

d) SISR

e) Talent Keyhole Control
System Manual

f) DIA/DT Policy Series

g) NRO Classification
Guide 6.0

-GAMMA -G (-G) DNI a) National Security Act of |[Requires TOP SECRET.
1947, as amended,
Title I, 8105 (b)(1) Requires SI and ORCON.
b) DCID 6/1
c) ICD 710
d) SP0003
SCI S| Sub-compartments
-GAMMA [identifier (4 |-G XXXX (-G XXXX) DNI a) National Security Act of [Requires TOP SECRET.
alpha characters)] 1947, as amended,
Title 1, 8105 (b)(1) Requires SI-GAMMA and ORCON.
b) DCID 6/1
c) ICD 710 If multiple -GAMMA identifiers are
d) SP0003 present, order alphabetically and use a
space preceding each identifier.
SCI TK Control System
TALENT KEYHOLE |TK (TK) DNI a) White House May only be used with TOP SECRET or

SECRET.

May require RSEN for imagery product.

14
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5. (U) Special Access Program Markings

(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release
is needed.

(V) For additional information regarding Special Access Program Markings refer to the Manual.

(Table is UNCLASSIFIED)

Special Access Program Markings

SPECIAL ACCESS SAR-[program |(SAR-[program [DNI, DoD, DOE, [a) EO 13526, §4.3 May only be used with TOP SECRET,
REQUIRED- [program [identifier] or identifier DoS, DHS, b) DoD 5200.1-R SECRET, or CONFIDENTIAL.
identifier] SAR-[program [abbreviation]) |Attorney General |c) DOE 471.2
identifier d) ICD 710 Used in conjunction with the assigned
abbreviation] program identifier.

A program identifier is the program's
assigned nickname or codeword. For
formatting of multiple SARs, see the
Manual.

Multiple SAR program identifiers are
listed in alphabetic order separated
from one another by a single forward
slash and a repeating “SAR-".

15
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(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release

is needed.

(V) ICD 710 is not applicable to Atomic Energy Act information. Consult the Atomic Energy Act of 1954, as amended and 10 CFR 1045. For

additional information, consult the Department of Energy (DOE).

(V) For information regarding Atomic Energy Act (AEA) Information Markings refer to the Manual.

(Table is UNCLASSIFIED)

Atomic Energy Act Information Markings

RESTRICTED DATA (RD (RD) DOE a) Atomic Energy Act of May only be used with TOP SECRET,
1954, as amended, SECRET, or CONFIDENTIAL.
§141-143
b) 10 CFR 1045
-CRITICAL NUCLEAR |-CNWDI (-CNWDI) DD a) Atomic Energy Act of May only be used with TOP SECRET
WEAPON DESIGN 1954, as or SECRET. Requires RD.
INFORMATION amended,§141-143
b) DoD 5200.1-R
¢) DoD 5210.2
-SIGMA [#] None (-SG [#)) DOE a) Atomic Energy Act of May only be used with TOP SECRET,

1954, as amended,
8141-143
b) DOE Order 475.2
c) DOE 5610.2

SECRET, or CONFIDENTIAL. Requires
RD or FRD. [#] Represents the SIGMA
number, which ranges from 1 to 99.
SIGMA numbers shall be listed
numerically with a space preceding
each value.

16
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FOREIGN NUCLEAR
INFORMATION

1954, as amended,
8141-143

b) EO 13526

c) 32 CFR Part 2001

FORMERLY FRD (FRD) DoD and DOE a) Atomic Energy Act of May only be used with TOP SECRET,
RESTRICTED DATA 1954, as amended, SECRET, or CONFIDENTIAL.
8§141-143
b) 10 CFR 1045
c) DOE Order 475.2
-SIGMA [#] None (-SG [#)]) DOE a) Atomic Energy Act of May only be used with TOP SECRET,
1954, as amended, 141- [SECRET, or CONFIDENTIAL.
143
b) DOE Order 475.2 Requires RD or FRD.
c) DOE 5610.2
The “[#]” represents the SIGMA
number, which ranges from 1 to 99.
Multiple SIGMA numbers shall be listed
numerically with a space preceding
each value.
DOD UNCLASSIFIED |DOD UCNI (DCNI) DoD a) Atomic Energy Act of For use only with UNCLASSIFIED.
CONTROLLED 1954, as amended, Specific physical protection and access
NUCLEAR §141-143 requirements apply.
INFORMATION b) DoD 5210.83
DOE UNCLASSIFIED |DOE UCNI (UCNI) DOE a) Atomic Energy Act of For use only with UNCLASSIFIED.
CONTROLLED 1954, as amended, Specific physical protection and access
NUCLEAR §141-143 requirements apply.
INFORMATION b) 10 CFR, Part 1017
c) DOE 471.1B
TRANSCLASSIFIED [TFNI (TENI) DOE a) Atomic Energy Act of May only be used with TOP SECRET,

SECRET, or CONFIDENTIAL.
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7. (V) Foreign Government Information Markings

(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release
is needed.

(V) For additional information regarding FGI Markings refer to the Manual.

(Table is UNCLASSIFIED)

Foreign Government Information Markings
/[FOREIGN IIFGI + (//Relevant; 1ISO |Respective a) EO 13526, §6.1(r) May only be used with the non-US
GOVERNMENT Relevant ISO  |3166 Trigraphic |Country b) ISOO Implementing Dir., |classification markings TOP SECRET,
INFORMATION plus (3166 Trigraphic |Country Code [ISO 3166 § 2001.54 SECRET, CONFIDENTIAL,
ISO 3166 Trigraphic  |Country or Int'l Org Trigraphic RESTRICTED, or UNCLASSIFIED.
Country Code(s) Code(s) Code plus non- [Country Code or
and/or Intl Org and/or us Int'l Org Code Release or disclosure of FGI back to
Code(s) when Intl Org classification the source country is not implied and
appropriate e.g., "//FGI(Code(s) when |portion mark) shall be approved by the responsible
DEU" for German appropriate or agency.
Information (NATO portion
mark) or (/FGI All FGI is withheld from release until
plus non-US approved for release by the source
Classification country
Portion Mark) '
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8. (U) Dissemination Control Markings

(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release
is needed.

(V) For additional information regarding Dissemination Control Markings refer to the Manual.

(Table is UNCLASSIFIED)

Dissemination Control Markings

RISK SENSITIVE RSEN (RS) NGA a) NGA, Sensitive May only be used with TOP SECRET or
Analytical Techniques |SECRET.
Procedural Guide, Feb
2006 Used with TK or collateral.

b) NSGM documentation
where TK and RSEN
are used together

¢) Talent Keyhole Control
System Manual

d) NSG GEOINT Security
Classification Guide

FOR OFFICIAL USE [FOUO (FOUO) Agency specific  |Various Agencies Cannot be used with classified
ONLY information.
ORIGINATOR ORCON (OC) DNI a) National Security Act of |May only be used with TOP SECRET,
CONTROLLED 1947, as amended, SECRET, or CONFIDENTIAL.
8103 (c)(5)

b) DCID 6/6, 8IX.B
c) PDDNI Memo E/S
00124, dated 14
February 2008
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RELEASE
TO...specified ISO
3166 Trigraphic
Country Code(s) or
Int'l Org Code(s).

If the portion's
[list] is different
from the banner
line REL TO
marking.

“(REL)” May be
used if portion's
[list] is the same
as the banner
line REL TO
marking.

1947, as amended,
8103 (c)(5)

b) DCID 6/6, 8IX.F

c) DCID 6/7

d) NDP-1

CONTROLLED IMCON (IMC) DNI a) National Security Act of |Requires SECRET.
IMAGERY 1947, as amended,
8103 (c)(5) May be used with NOFORN when

b) DCID 6/6, §I1X.C appropriate and approved by the SATP.
NOT RELEASABLE [NOFORN (NF) DNI a) National Security Act of |May only be used with TOP SECRET,
TO FOREIGN 1947, as amended, SECRET, or CONFIDENTIAL.
NATIONALS 8103 (c)(5))

b) DCID 6/6, 8§ IX.E Cannot be used with REL TO, RELIDO,

c) DCID 6/7 or EYES ONLY or DISPLAY ONLY.

d) NDP-1
CAUTION- PROPIN (PR) DNI a) Trade Secrets Act, as  |May only be used with TOP SECRET,
PROPRIETARY amended (18 USC SECRET, CONFIDENTIAL, or
INFORMATION 1905) UNCLASSIFIED.
INVOLVED b) DCID 6/6, 81X.D
AUTHORIZED FOR |REL TO [list] “(REL TO [list])” |DNI a) National Security Act of [May only be used with TOP SECRET,

SECRET, or CONFIDENTIAL.

May be used with RELIDO. Cannot be
used with NOFORN or EYES ONLY.

When the use of “REL TO” is
appropriate, “USA” shall be included as
the first country code listed in the REL
TO string for US documents. After USA,
country trigraphic codes shall be listed in
alphabetical order followed by
tetragraph codes listed in alphabetical
order. Each code is separated by a
comma and a space.

When sourcing portions marked “(REL)”
carry forward the banner line list of
Country Code(s) or Int’l Org Code(s).
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RELEASABLE BY RELIDO (RELIDO) DNI a) National Security Act of |May be used only with TOP SECRET,
INFORMATION 1947, as amended, SECRET, or CONFIDENTIAL.
DISCLOSURE 8103 (c)(5)

OFFICIAL b) ICD 710 8G Applies to classified intelligence

information only. Authorizes only
Designated Intelligence Disclosure
Officials (DIDOs) to further release
material without consulting originator in
accordance with existing procedures.
May be used independently or with REL
TO. Cannot be used with NOFORN or
DISPLAY ONLY.

USA/ None (EYES) or if NSA NSA/CSS Classification May be used only with TOP SECRET,
EYES ONLY country list is Manual 1-52 SECRET, or CONFIDENTIAL.
different from
document list Cannot be used with NOFORN, REL TO
then same or DISPLAY ONLY. Can be used with
format as RELIDO. Used with one or more of the
document four Second Party country codes (use
marking ISO 3166 country trigraphs).

Marking will be disestablished
September 10, 2012.

|ii/—F@H@) None W) NSA SP0005 Requires TOP SECRET or SECRET.

May be used with SI.

Requires REL TO with the appropriate
ISO 3166 country trigraphs.

Marking will be disestablished
September 10, 2011.
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Code(s) or Int'l
Org Code(s)])

e) Specific DNI CONOPS

f) Other policy issuances
specific to U.S. support
to ensure proper
handling requirements
are met.

DEA SENSITIVE None (DSEN) DEA Planning and Inspection For use with UNCLASSIFIED.
Manual, Chapter 86
Use separate portions for DSEN in a
classified document and roll DSEN up to
banner line.
FOREIGN FISA (FISA) DNI Foreign Intelligence May only be used with TOP SECRET,
INTELLIGENCE Surveillance Act SECRET, CONFIDENTIAL, or
SURVEILLANCE ACT UNCLASSIFIED.
Denotes the presence of FISA material.
This is an informational marking only to
highlight FISA content and does not
eliminate or alter the requirement to
carry a FISA warning as required by law
or organizational procedures.
The FISA marking always convey to the
banner line if FISA portion(s) exist.
DISPLAY ONLY [list] [DISPLAY ONLY |(DISPLAY DNI a) National Security Act of |May only be used with TOP SECRET,
[list] ONLY [specified 1947, as amended SECRET, or CONFIDENTIAL.
ISO 3166 b) IRTPA 2004
Trigraphic c) EO 13526 May not be used with any other
Country d) EO 12333, as amended [dissemination control marking in the

portion and banner line, unless
specifically approved within DNI
policy guidelines; for example, DNI
policy may authorize the use of REL
TO in conjunction with DISPLAY
ONLY in certain circumstances.

Cannot be used with RELIDO or
NOFORN.

Any documents dated before publication
of Register Version 4.1, which contain
these markings should be referred to the
originator prior to reuse.
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(V) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate foreign disclosure or release
at the portion and banner level. Originators of information are responsible for determining appropriate classification markings for the information
they produce, and for applying the appropriate control markings that implement DNI guidelines for dissemination (foreign and domestic).

(V) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures for the Disclosure of
Classified Military Information to Foreign Governments and International Organizations (short title: National Disclosure Policy-1 (NDP-1)). Within
the Department of Defense, application of foreign release markings is accomplished by the Foreign Disclosure Officer (FDO) when foreign release

is needed.

(V) For additional information regarding Non-Intelligence Community Dissemination Control Markings refer to the Manual.

(Table is UNCLASSIFIED)

Non-Intelligence Community Dissemination Control Markings

LIMITED
DISTRIBUTION

LIMDIS

(DS)

NGA

10 USC, 8455

Cannot be used with classified. The
LIMDIS caveat must also be appended
to the product. (See Manual)

EXCLUSIVE
DISTRIBUTION

EXDIS

(XD)

DoS

a) 5 FAH-2, §H-443
b) 12 FAM 539.3

Used with classified or administratively
controlled information (i.e., SBU
information).

When sourced, treat as NOFORN.

When a document contains both NODIS
and EXDIS portions, NODIS takes
precedence over EXDIS in the banner
line.

NO DISTRIBUTION

NODIS

(ND)

DoS

a) 5 FAH-2, §H-442.3
b) 12 FAM 539.3

Used with classified or administratively
controlled information (i.e., SBU
information).

When sourced, treat as NOFORN.

When a document contains both NODIS
and EXDIS portions, NODIS takes
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precedence over EXDIS in the banner
line.

SENSITIVE NOFORN

SENSITIVE BUT SBU (SBU) DoS 12 FAM, 8540 For use only with UNCLASSIFIED.
UNCLASSIFIED
When a document contains both SBU
and FOUO portions, SBU takes
precedence in the banner line.
SENSITIVE BUT SBU NOFORN |(SBU-NF) DoS 12 FAM, 8540 For use only with UNCLASSIFIED.
UNCLASSIFIED
NOFORN When a document contains both SBU-
NF and FOUO portions, SBU NOFORN
takes precedence in the banner line.
LAW ENFORCEMENT|LES (LES) Agency specific  [Various Agencies For use only with UNCLASSIFIED.
SENSITIVE
Use separate portions for LES
information.
When a document contains both LES
and FOUO portions, LES takes
precedence in the banner line.
LAW ENFORCEMENT[LES NOFORN [(LES-NF) Agency specific  [Various Agencies For use only with UNCLASSIFIED.

Use separate portions for LES-NF
information.

When a document contains both LES-
NF and FOUO portions, LES-NF takes
precedence in the banner line.
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SENSITIVE SSI (SS) Agency specific  |Various Agencies For use only with UNCLASSIFIED.
SECURITY
INFORMATION
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(U) CAPCO Register Annex A — Tetragraph Table, Registered International
Organizations and Alliances (classified, releasable)

(U) Tetragraphs are four-character codes used to represent international organizations, coalitions, and alliances for
purposes of disclosure, release, or indicators of foreign government information (e.g., FGI, REL TO, DISPLAY
ONLY). The tetragraph codes are authorized for use in accordance with the applicable U.S. foreign sharing
arrangement. Contact the originating agency or your local foreign disclosure office for further guidance. Refer to
the FGI and Dissemination Controls categories in the Register and/or Manual for guidance on using the tetragraph
codes with other registered markings, formats, and authorized abbreviations.

(U) Tetragraph codes are not to be used as routing indicators. A routing indicator is a group of characters that
specifies the routing instructions for the transmission of a message to intermediate points or to its final destination.

(U) CAPCO Register Annex A and Annex B have the same type of information. Two annexes have been made to
allow for the broadest dissemination.

(U) ONLY THE VERSION OF ANNEX A POSTED ON THE CAPCO WEBSITE IS CONSIDERED VALID. Minor
changes for member country/alliance lists may be made to this table without the issuance of a new version. Refer
to the summary of changes provided below for a history of all changes to the table. All changes are announced on
the CAPCO website.

(U) CAPCO Register Annex A — Tetragraph Table is available on the CAPCO home page on:

= Intelink-TS at: http://www.intelink.ic.gov/sites/dnissc/capco

= Intelink-S at: http://www.intelink.sgov.gov/sites/ssc/capco
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(U) CAPCO Register Annex B — Tetragraph Table, Registered International
Organizations and Alliances (classified, NOFORN)

(U) Tetragraphs are four-character codes used to represent international organizations, coalitions, and alliances for
purposes of disclosure, release, or indicators of foreign government information (e.g., FGI, REL TO, DISPLAY
ONLY). The tetragraph codes are authorized for use in accordance with the applicable U.S. foreign sharing
arrangements. Contact the originating agency or your local foreign disclosure office for further guidance. Referto
the FGI and Dissemination Controls categories in the Register and/or Manual for guidance on using the tetragraph
codes with other registered markings, format, and authorized abbreviations.

(U) Tetragraph codes are not to be used as routing indicators. A routing indicator is a group of characters that
specifies the routing instructions for the transmission of a message to intermediate points or to its final destination.

(U) CAPCO Register Annex A and Annex B have the same type of information. Two annexes have been made to
allow for broadest dissemination.

(U) ONLY THE VERSION OF ANNEX B POSTED ON THE CAPCO WEBSITE IS CONSIDERED VALID. Minor
changes for member country/alliance lists may be made to this table without the issuance of a new version. Refer
to the summary of changes provided below for a history of all changes to the table. All changes are announced on
the CAPCO website.

(U) CAPCO Register Annex B — Tetragraph Table is available only on the JWICS CAPCO home page on:

= Intelink-TS at: http://www.intelink.ic.gov/sites/dnissc/capco

= Intelink-S at: http://www.intelink.sgov.gov/sites/ssc/capco
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